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1. Overview of Forensic Investigation 
 
Jane Williams worked as Operations Manager for XYZ Corporation (XYZ). On March 14, 2005 
Jane gave her resignation notice to Paul Branson, President and CEO of XYZ. Ms. Williams’s last 
day in the office was March 18, 2005.  
 
On March 16, Susan Sheres, an employee at XYZ, was using the same computer immediately 
after Ms. Williams. She noticed a large email being sent from Microsoft Outlook, and, upon 
examination, saw that the email included many attachments and was being sent from the office to 
Jane’s personal email account. Melinda created print screens which have been copied and made 
available to counsel.  
 
On March 24, Paul Branson contacted Michael Horwith of Niwot Consulting to inquire about a 
forensic investigation of the computer used by Jane while she was in XYZ employ to determine if 
proprietary XYZ data had been removed from XYZ computers, and if there were indications that 
Ms. Williams may have been, or was planning to inappropriately compete with XYZ in 
contradiction to employment agreements. 
 
On March 28, Mr. Horwith picked up the computer from the XYZ office, took it to the Niwot 
Consulting office, and created a forensic image of the hard disk. (See Appendix A, “Forensic 
Imaging Process and Documentation). The computer was returned to XYZ offices on March 30. 
 
A forensic investigation was executed including the following activities: 
 

1. Discussions with counsel and forensic team on matter background 

2. Acquisition and proper chain-of-custody handling of Jane Williams’s work 
computer.  

3. Properly documented, verified write-protected drive imaging, hash value recording, 
analytical triage of all compute evidence, recovery of deleted files, unallocated 
hard drive space, web mail communications, internet usage history, and other 
artifacts. 

4. Checks for deliberate data destruction and other forms of evidence spoliation. 

5. Recovery and examination of emails, attachments and other documents. 

6. Analysis and documentation of deleted files by date (day and month).  

7. Consideration and forensic opinion response. 

8. Full forensic documentation, production of data, findings report and online 
evidence and report viewing.  
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2. Summary of Forensic Findings and Opinions 
 
Specific forensic opinions and details are included in Section 3. Forensic Investigation Details. 
The forensic findings highlight the following: 

• Ms. Williams forwarded proprietary XYZ data to a personal email address on 3/16/05, after 
her resignation on 3/14/05.  

• There were extensive and significant deletions of proprietary XYZ data from 3/14/05 to 
3/18/05. 

• The encrypted file “IDs and Passwords.xls”, containing all XYZ employee passwords, was 
accessed on 3/15/05 and 3/17/05. The purpose of the access is unknown, but it appears that 
the file was opened, copied and deleted. The file is opened with the password “password”. 
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3. Forensic Investigation Details 
 
The following sections detail the areas of forensic investigation, along with recorded results.  

 

3.1 Forwarding of Proprietary Data 

 
On March 16 three emails were sent from Ms. Williams’s work computer to her personal email 
address. These emails were then deleted, and further deleted from the MS Outlook “Deleted” 
folder. To date, forensic recovery of a list of the attachments to these emails has not been 
completed. However, the size of the emails, as listed in the table below, make it clear that the 
emails had a significant amount of data attached to them. As an example, a typical 30 page Word 
document is about 200K. Therefore, the total forwarded email size of over 19 megabytes equates 
to almost 3000 pages of word documents. This estimate is very rough, and does not take into 
account databases, graphics or sound files all of which can be very large. 
 
In addition, the email with the subject RD – RJC – RP Emails Acctg is the one Susan Sheres 
created screen shots for, so there is some incomplete imformation of the attachments to that 
email.  
 
  
 
Date and Time Subject From To Size 

3/16/2005 12:42 RD - RJD - RP 
Emails Acctg 

Jane 
Williams 

jwillaims@adelphia.net   
15,872,302  

3/16/2005 12:34 PGS - Internal Jane 
Williams 

jwillaims@adelphia.net     
3,631,810  

3/16/2005 12:34 Bob Devens – 
Emails 

Jane 
Williams 

jwillaims@adelphia.net       
114,413  

   
 
Total Size 

  
19,618,525  

 
The exported headers for these emails are in Exhibit B: Exported Headers of Emails Sent from 
XYZ Offices to Ms. Williams’s Personal Email Account. 
 
 

3.2 Deletion of Proprietary Data 

 
During the five day period starting 3/14/05 and ending 3/18/05, 2927 items (folders, files, emails, 
and supporting Windows objects) were deleted from the computer. The deletions included 
corporate data found in Ms. Williams’s folders, including folders labeled XYZ, Internal Ees, 
Murphys, Darwin and Peak. See Exhibit C: Screen Shots of Deleted Files and Folders for an 
example of deleted data. A complete list of this data can be produced, but it would take a number 
of hours and be quite expensive. 
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3.3 Disposition of Password File 

 
A excel spreadsheet file named IDs and Passwords.xls was accessed on 3/17/05. The access 
may have been deletion. There is no way to ascertain if this file was copied off the computer. The 
file is currently deleted and encrypted. The file opened with the password “password” supplied by 
Paul Branson. The file is printed in Exhibit D: IDs and Passwords.xls.  
 
The following text string was found in unallocated space on the hard disk. Unallocated space is 
the part of the disk used by the operating system for system files.  
 
C:\Documents and Settings\Jane\My Documents\XYZ\Internal EEs\IDs and Passwords.xls  
A..\..\..\..\My Documents\XYZ\Internal EEs\IDs and Passwords.xls`_ Xoperations 
 
This text indicates that the file probably was, at some time, copied to a floppy disk in the A: drive. 
 
 
The following text string was also found in unallocated space on the hard disk. 
  
\Documents and Settings\Jane\Application Data\Microsoft\Office\Recent\IDs and Passwords.xls.LNK 
\Documents and Settings\Jane\Application Data\Microsoft\Office\Recent\IDs and Passwords.xls.LNK 
\Documents and Settings\Jane\Recent\IDs and Passwords.xls.lnk 
 

This text indicates that the file was opened fairly recently. When a file is opened in Windows a 
shortcut (lnk file) is created and the shortcut is placed on the “Recent” list so the file can be 
reopened easily from the start menu. The shortcut file is listed below. Note the 3/15/05 dates, two 
days prior to the likely deletion of the file. 
 

Link target information 
Local Path C:\Documents and Settings\Jane\My Documents\XYZ\Internal EEs\IDs 

and Passwords.xls 
Volume Type Fixed Disk 
Volume Serial Number 0CDC-B1AD 
File size 16896 
Creation time (UTC) 3/15/2005 12:17:39 AM 
Last write time (UTC) 3/15/2005 12:17:40 AM 
Last access time (UTC) 3/15/2005 12:17:40 AM 
Optional fields 
Relative Path ..\My Documents\XYZ\Internal EEs\IDs and Passwords.xls 
 Working directory C:\Documents and Settings\Jane\My Documents\XYZ\Internal EEs 
Target system information 
NetBIOS name Operations 
MAC address 00-0d-56-ed-c8-73 
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Appendices 

Appendix A: Forensic Imaging Process and Documentation 

 
Niwot Consulting strives to ensure proper chain-of custody handling and court-defensible forensic 
techniques at all times. With respect to the XYZ engagement, this includes: 
 
• Non-intrusive computer acquisition 
• Write-blocking devices used to image computers and ensure no data tampering or alteration. 
• New and previously unused target disk to eliminate any possibility of data cross-

contamination. 
• Chain of custody forms used and jointly signed by XYZ staff (Susan Sheres) 
• Industry accepted techniques and forensic tools 
• Verified image copy drives for storing images and case artifacts 
• Encase forensic analysis software 
• FTK forensic analysis software 
• Other tools where needed, e.g., index.dat viewer, Excel, Email Examiner, Registry Editor 
• Written / signed forensic findings 
 
 
Original Media and Chain of Custody Information 
 
Disk Number / Name: Jane Williams’s Work Computer at XYZ 

Date Time Action Notes 

3/28/2005 12:15 Collection Removed machine from client site for imaging. Chain of 
Custody Document on file.    

    Photography Photographs taken of computer and hard disk prior to and 
during acquisition. Photos on file. 

    Identifiers Source Computer: Dell s/n HRY4R41  
Source Hard Drive: Western Digital s/n WCAJA1172403  

    Method Encase v 4.15a and Firefly write blocker Y003B002865 

    Issues None 

 3/28/2005  19:41 Results Successfully imaged and verified. See Exhibit A: RJL-XYZ 
Image Report 

    EnCase 
Case 

RJL-XYZ.case 

    FTK Case RJL-XYZ in case.dat 

 3/29/2005 1:30 Indexed Indexed 3/29/05 

3/30/2005 16:15 Collection Returned machine to XYZ office. 
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Exhibits 

Exhibit A: RJL-XYZ Image Report 

 
Name: RJL-XYZ HD 
Description: Physical Disk, 78125000 Sectors, 37.3GB 
Logical Size:   
Physical Size: 512 
Starting Extent: 0S0 
File Extents: 1 
Physical Location:   
Evidence File: RJL-XYZ HD 
Full Path: RJL-XYZ\RJL-XYZ HD 
File Extents 

Start Sector Sectors Start Cluster Clusters 

 1   
 

Device 
Evidence Number: RJL-XYZ HD 
File Path: I:\RJL-XYZ-01.E01 
Examiner Name: Michael Horwith 
Actual Date: 03/28/05 04:19:41PM 
Target Date: 03/28/05 04:19:41PM 
Total Size: 40,000,000,000 bytes (37.3GB) 
Total Sectors: 78,125,000 
File Integrity: Completely Verified, 0 Errors 
EnCase Version: 4.15a 
System Version: Windows XP 
Acquisition Hash: 66768D272F046DACB26E4A20653A6C12 
Verify Hash: 66768D272F046DACB26E4A20653A6C12 
Notes: HD s/n WCAJA1172403 
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Exhibit B: Exported Headers of Emails Sent from XYZ Offices to Ms. 
Williams’s Personal Email Account 

 

Message0518 
Subject: Bob Devens – Emails 
From: Jane Williams 
Date: 3/16/2005 12:34:00 PM 
To: jwillaims@adelphia.net 

Message Body 
  

  
Outlook Header Information 

Conversation Topic: Bob Devens - Emails 
Subject: Bob Devens - Emails 
From: Jane Williams 
Sender Name: Jane Williams 
To: jwillaims@adelphia.net 
Delivery Time: 3/16/2005 12:34:00 PM 
Creation Time: 3/16/2005 12:34:35 PM 
Modification Time: 3/16/2005 12:37:04 PM 
Submit Time: 3/16/2005 12:37:04 PM 
Importance: 1 
Priority: 0 
Sensitivity: 3 
Flags: 17 
Size: 114413 
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Message0513 
Subject: RD - RJD - RP Emails Acctg 

Date: 3/16/2005 12:42:00 PM 
To: Jwillaims@adelphia.net 

Message Body 
  

  
Outlook Header Information 

Conversation Topic: RD - RJD - RP Emails Acctg 
Subject: RD - RJD - RP Emails Acctg 
To: Jwillaims@adelphia.net 
Delivery Time: 3/16/2005 12:42:00 PM 
Creation Time: 3/16/2005 12:42:20 PM 
Modification Time: 3/16/2005 12:46:56 PM 
Importance: 1 
Priority: 0 
Sensitivity: 3 
Flags: 24 
Size: 15872302 
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Message0515 
Subject: PGS - Internal 
From: Jane Williams 
Date: 3/16/2005 12:34:00 PM 
To: jwillaims@adelphia.net 

Message Body 
  

  
Outlook Header Information 

Conversation Topic: PGS - Internal 
Subject: PGS - Internal 
From: Jane Williams 
Sender Name: Jane Williams 
To: jwillaims@adelphia.net 
Delivery Time: 3/16/2005 12:34:00 PM 
Creation Time: 3/16/2005 12:33:54 PM 
Modification Time: 3/16/2005 12:34:14 PM 
Submit Time: 3/16/2005 12:34:14 PM 
Importance: 1 
Priority: 0 
Sensitivity: 3 
Flags: 17 
Size: 3631810 
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Exhibit C: Screen Shots of Deleted Files and Folders 

 
Red “x” denotes deleted data. 
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Exhibit D: IDs and Passwords.xls 
 

Following are the IDs and Passwords for XYZ.  They are typed exactly how they need to be entered: 
      Type of    

Logon  ID  Password  Access    

          
Server  Administrator geld  administrative   
Jane's PC  Jane  forsaken  log on to server as Jane's identity  
Vicki's PC  Vicki  israel  log on to server as Vicki's identity  
Melinda's PC Melinda  foster  log on to server as Melinda's identity  
Kristen's PC  Kristen  XYZ  log on to server as Kristen's idenity  
Paul's PC  Paul  go packers  log on to server as Paul's identity  
Act Program-Jane Jane  forsaken  log on to Act as Jane's identity  
Act Program-Vicki Vicki  israel  log on to Act as Vicki's identity  
Act Program-Melinda Melinda  foster or maxx log on to Act as Melinda's identity  
Act Program-Kristen Kristen  XYZ  log on to Act as Kristen's identity  
Darwin Program-Jane Jane  forsaken  log on to Darwin as Jane's identity  
Darwin Program-Vicki Vicki  israel  log on to Darwin as Vicki's identity  
Darwin Program-Melinda Melinda  foster  log on to Darwin as Melinda's identity  
Darwin Program-Kristen Kristen  2237  log on to Darwin as Kristen's identity  
Darwin Program-Paul Paul  go packers  log on to Darwin as Paul's identity  
UMB - Unite Plus (ACH) XYZ-master moremoney7 log on to UMB website for ACH transfers 
      prompted by UMB to change password 
      approximately every month.  Passwords 

      
are reused every 8 changes 
consecutively.) 

      
 (i.e. moremoney1, moremoney2, 
etc.)  

UMB - Unite Plus 
(Accounts) assert-paul  ???  

log on to UMB website for account 
balances 

UMB - Unite Plus 
(Accounts) assert-Jane geld0109  

log on to UMB website for account 
balances 

      prompted by UMB to change password 
      approximately every month.  Passwords 

      
are YYMM format and only change by 
current 

      
month. (i.e., geld 0110-for October 
2001) 

          
This information is current as of today's date.      
          
In order to retrieve information for a specific identity you must log on to that person's PC and sign in using 
their specific ID and password.        
 


